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Part 4 : Shuffles




SHUFFLES

Mix some words, preserving the relolive order inside the words.
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This is not o shuflle: @ and b dunge order
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Tis is not o stuflle: ‘@ ond “b" change order.
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SHUFFLES

AL good i the programs are independent.
Whot if they communicake ?
How con we add message possing?



Part 2 : Polar Shwifles




PolaR. SHUFFLES

Polor studfles  mix programs et communicafe sending® and. receiving’
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Polor stuffles  mix programs et commuricate sending® and. receiving’
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SHUFFLES

T AN Y perwmon. A shufle is o bijeckion
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PolAR. SHUFFLES
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PolaR. SHUFFLES
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PolAR. SHUFFLES
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THEOREM. Rlar
dlor stuffles form the free. polor normal monoidal. el
symmetic. mullicalegort
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THEOREM. Rlar shuffles form the free. polar normal. monoidal symmelric. mlficotegory.
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THEOREM. Rlor shuffles form the free. polar normol. monoidal symmetric. muficafegory
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THEOREM. Rlar stuffles form the free. polar normal. monoidal symmelric. mlficotegpry.
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THEOREM. Rlor shuffles form the free. polor normol. monoidal symmetric. mulficafenory.




PolaR. SHUFFLES

' °K Protocol (reguest° logir’, get™) {
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THEOREM. Rlor shuffles form the free. polor normol. monoidal symmelric. muficafegory



Part 3: Monoidal Categories




STRING DIRGRAMS

Rk Laids

Resowce  Joint Process Sequence  Fasallel  Swap
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Bonchi, Soboncifsk;, Kissinger, Dorsi
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STRING DIAGRAMS
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STRING DIAGRAMS

{0 =do {0 =do
et 0. = "hello” (et b ="world”
;.et b - ltworut\ #: .Ct Q- “k Qu,o“ ;
pruk (o) prunk (b)
prink (b) prnk (@)
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STRING DIRGRAMS + Senp/ RecEIvE
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THEOREM. Send[receive dingroms can be combined. with polar shuffles.
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MuLTI-ParTy PrOCESSES

i

morphism info different agents: - does not conbrol the broadeast ;
o only olfack. of the end ; Bob keeps o bit it memoyy.
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STRING DIRGRAMS + Senp/ ReceIvE

@ \

= do = do =do =do
X «qek K < rondom m « ge,l: C «—9ek
O TS T
— (me
: gerld.g(i,(mec)

We split . probocol into mulbiple ogents.



S 6
L

)1
i WE
o d,ecrgp i 5
o, QUhd[.; ,(,ryPE",(girggE )
OtP (mﬁg(i;r;f, C%ZL:;’:C;QP}[: ’
b \ p
: (cfyr;?i, olfock




PoLar. SHUFFLES FoR PRroTocoLs
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PoLar. SHUFFLES ForR PRoTocoLs

= do =do
i
send.%:% e obp (msg®, olfack®, decrypt®) {
(aypt® aypth cypt3) s
bob Ckey®, aypt?, decypt®)s
- do _ (msg®, key®, aypt®) s
K < rondom. m < gok (cypt?, oltack®)s }
send. (k) K <get
c<gek send.(mek)

send ({(Kec)



IN THE PapPer

« Polar shuffles form o polarized pusiel monoidal, multicotegory-
The wiversal one.
* Logic for  deodlock-free-by-construction. - message-possing  probocals.

* Adjunction bebw oidol s ond olaehyas ar chuflies.
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ONE-TIME PRD

& Broadbenk & Karvonen.. Cotegorical Gomposable Cryptography.
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ONE-TIME PaD

nwpt message.

: i&_ 102-4 random Key



ONE-TIME PaD

nwpt message

1024 random Key
%’ mwnp Crijpted. message.
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nwpt message
102-4 random Key
mwnp Crypted. message
1024 nverted. Key
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ONE-TIME PRD

Broodbent & Karvoren.. Cotegorical. Composable (rypbography.
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Part 3 : Message Theories




MESSAGE  THEORIES

Set: of Yupes, representing resource lupes = X, Y, Z,..

Two ackions for each resource: send. and receive,
X® means “send X"
X means “receive X”

Lists of actions represent sequencing of the ackions.

[= X0V W means “ask for X; send Y and then Z,
finally, receive W



MESSAGE  THEORIES

I .. Tn XX A

LoLl™ ex ™ T A

1 We con creake o, receive-send “echo” session..
2.We con receive what we just senk.

3.Evenks can be mterleaved in. Qry order
This is the free polarized physical monoidol mulicalegory

LN®



MESSAGE  THEORIES

i tufles
L. L XX, A

L.LL ex ™ C.A

1.We can creake o receive-serd “echo” session..
2.We con receive what we just senk.

3.Events can be mter(eaved in. ony order
This is the free polarized. physical monoidol mulicalegory

LN®



MESSAGE  THEORIES

.
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L. L . LxXxA .

LR XX A

1. We can creake o receive-send “echo” session..
2.We can receive what we just senk.

3.Events can be mferleaved . ony order.
This is the free polarzed. physical morodal - mulkicategory



MESSAGE  THEORIES: AxIOMS

Linking is Mharal with respect. 1o Slmf/kngs
s M
l-" x Xo r’z Ty, |-1 X X rl A“;Az’-
r‘., 2 DBa = [REAJGX, XL G:Al :
EI?;A«L,EG;A:]: HPH VI PANPHAY)
Spawning \SMhAral with respect to Shuﬂlmgs
r r; 4, r;. A.Az

[, XX YT, Aq,A‘L =  Cl3Ade, ClazA2e 5
[R:A4e, X, X, Cl25A20: CR:Ae, XX, Cl2s 021



MESSAGE  THEORIES : AkIOMS
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This s the free. polarized. rormal. monoidal, mulkicokeqory on. a seb of Hypes.



MESSAGE  THEORIES: AxioMS
Stuffies  compose as in the mulbioteqy ofshu{(\es
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Tis ts thefree. rormal. monoidal. mullicateory on o sek of types.



MESSAGE THEORIES vs Process THEORIES

Sessions of The free message

theory over 0. process theory

e sting dingfoms extended

vibh, “enc” ond “ecee” effects.
R

AR 3
for each objeck Ae Moy

The cofree process theory on
o message theory has as morphisms
the “receive-then-send.” sessions:

X, Y°.
THEOREM, .. .
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THEoREM.  Aaycic dingrams ore symmelric. monoidal. {erins.
Bonchi,, Sobondiski, Kissmger,ZamsL.



MuLTI-ParRTy PrOCESSES

alice(msg, key) = do
crypt <- xor(msg,key)
return crypt

oneTimePad(alice,bob,eve,msg) = do
key <- bobe()
crypt <- alice(msg, key)
() <- eve(crypt)
msg <- bobi(crypt)

return msg \
bob() = do

key <- randomBit

'key
2crypt
eve(crypt) = do msg <- xor(crypt,key)
return crypt return msg

These ollow for code modulariby.  Send, and, veceive ypes arise natuvally.
0 gifhub.com/ meomarl? / P(oduoidal- dgebra-wale



NexT Steps

* CONJECTIRE . Rurtime. wie, dingrams for Fremowidal # Freyd, bicitegories wock ‘ss expected”.

Strong Beudomonads and. Remonoidlal Bicategpries.
Gmsb.el: Symmetric Monoidal. 2-(afegpries via. Wice Diogroms.

* congecToRE.  [ype theory for message passing over a. Mmoraidol. mmcks sond [receive. bipes.

We can extend bo branching @/& and. iterabion., in multi-parly session using linear ackions ond. feedback .
& Mulfiporty Asyudlronou.s ion. Types.
[ The Logw of Message Passu:cg

6 Caanur Fostar- utonomaus Categories.  unpususten.

The “Markov with conditionals"case. is of parbicular inberest - good. charuclerizabion
* GAME Semanmics,  Vast lkenture o ompore to, oulside the original. scope.
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MESSAGE  THEORIES

e LA TXXA T A
¢ XX A LA [TAl.
* Doing rothing is o session..

» We can creake o receive-send, “echo” session.
« We con receve what we just senk.

+ Events can be inferleaved in any order.
* This presenks o monoidol muicalegory .



ProoF: folor shufiles are. Message. derivations

1. Stuffles forin. the free. physical monoidal multicategory. Prop 42

2. Message theories are shudfles with dudls, by definikion.

3. Message theories are the free. polarized. physical. moroidol mulkicategory.

4. Message theories are coherertt, by finding their nomal. form. Tim, 442

5.Rlor duffles are coherertt, by definition.. Prop 444

6. A polar shuffle bebueen. some types exists if o, message theory desveition. exists.
7. Polar shwffles are message theory dervations. Prop 449

8. Polar shuffies form the feee polarized. physical mon. multicotegory. Than 4.4.4









